To Your Web Quest Clients:

It’s that time, again, to remind you about the things you need to do to protect your computer, network and privacy against intrusion by uninvited “guests”. Here is a copy of a report from our website www.yourwebquest.com that will serve as a guide to the specific types of protection you can institute to help ensure your security.

Protecting Yourself Against Electronic Threats & Loss of Privacy in an Electronic Age

or, Ignorance is Bliss until it hits you in the face!

by: Olen Soifer
www.yourwebquest.com
You may remember the good old days when the only way for unwanted things to get into your computer was from floppy disks. Well, the good old days are gone! In these days of increased use of the internet and wide area networks there are lots of holes for unwanted “critters” to crawl thru.

But, there are a number of steps you can take to keep those various creepy-crawly things from invading your computer. Those invaders include, from an electronic sense, viruses, trojans, worms, spy-ware and ad-ware programs. From a human perspective, there are the hackers and disgruntled employees (or ex-employees) that steal information, surreptitiously utilize your computer to act as a server and spread mischief for them or harm your computer’s files to some degree. Whether the perpetrator is a true criminal or a 14 year-old computer geek who does his dirty work just because he can, we all suffer. And the amount of damage from these electronic and human “time bombs” is getting worse all of the time. Even if the problem is no more serious than “spam” (electronic “junk mail”) or pop-ups, you are justified for being annoyed, feeling victimized or even angry.

But, in the end, it is up to you to protect yourself, your computer and your personal or  business confidential data.  You have no one to blame if you don’t take control of your own valuable or confidential property and protect it. So, let’s examine the steps you need to take to gain this protection…and these apply to your home computer as much as your business computer or network:

In short, here are the steps we suggest. Don’t be intimidated by the number of steps. Implement them as you have the time and each one you implement will provide you with more and more security. Bear in mind that many are one time items that you can “set and forget”. Ready? Here we go. First you will find a list of the things you should consider and following that you will find some more details about the most important protections:

1. Implement periodic and redundant back-ups of your vital and irreplaceable data, if not your entire system, setup and data.

2. Include at least one backup server on any commercial network; do not use servers as workstations; and do not leave any computer on and logged into the network as an “administrator”. 

3. Restrict access by workstations to any server’s root directory and to files that the workstation has no business accessing. Decide, with your network administrator, how much casual users should be able to “customize” their computer. (That ability to customize may provide them with the ability to snoop in places where they have no reason to go.)

4. Encourage the use of user names and passwords that are not obvious or “guessable” and change them on a regular basis and keep a record of all passwords. Do not allow the use of user names and passwords that you have no knowledge of.

5. Encrypt password, financial and credit information (etc.) that you store on your computer and do not let any program “remember” your password.

6. Make backups of your computer settings (and registry in Windows).

7. Consider using software that allows you to roll back your computer to an earlier, “pre-disaster” configuration.

8. Keep your operating system’s install disk available or install operating systems in such a manner that future calls for the disk are minimized because the required information is already on your hard drive.

9. Get a good virus program, keep it up to date and use it continuously

10. Scan all floppy disks before opening anything on them or copying them to your hard drive

11. Have multiple email addresses so that you can trash any one that becomes overwhelmed by spam or abused by hackers.

12. Treat incoming and outgoing email with care by using protective software and being selective about attachments that you open (especially unsolicited email) and be cautious about what you disclose (and to whom) in outgoing mail. 

13. Run a test of your computer to determine how visible and vulnerable you are on the internet. Then, after finding out you are completely vulnerable (as most computers are), get a firewall and set it to start and run continuously when you connect to any network outside of a secure internal “intranet” or local network…whether that is the internet or some other dial-up network or computer. The firewall may be a hardware device or software. They both work to guard the entry points to your computer.

14. Get a good anti-spyware/anti-adware program and use it to do computer-wide scans as well as running in the background on a continuous basis.  

15. Get a pop-up blocker

16. Take advantage of the free services that are available on the internet that will email you regarding new threats.

17. Consider using a true internet browser such as Netscape or Opera as opposed to Internet Explorer.  Unfortunately, Internet Explorer is really a server program disguised as a browser. That makes it less secure than many browsers.

18. Consider using an operating system that is more secure than some of the older versions of Windows.

19. Configure your computer to run only the “services” you need for your purposes.

20. Upgrade Internet Explorer, Windows and Microsoft Office with the latest security patches, service packs and updates.

21. Periodically delete your cookies and browser’s cache or use a program that does so automatically…especially if you are worried that someone will track your internet visits by examining your computer’s contents.

22. Set your browser to ask before running scripts from a website, or turn off scripting altogether (including Javascript).

23. Turn off the use of macros in MS Office programs unless you need them.

24. Set your computer to prevent an outside entity from making changes to your registry without your prior permission, including changes to your default browser page.

25. Be aware that there are as many virus hoaxes as real ones. Don’t “cry wolf” and start a panic that robs us all of internet bandwidth.

Lets look at the most important steps:

1. Backups: Business computers should use a tape backup, “RAID” system or backups to a secure offsite data backup facility. Unlike personal computers, business backups should be of the entire system and not just vital data. You don’t have time at a business to start from scratch like you do at home. Home computers can be served very well by using CD backups or a second hard drive (internal or external) that contains a “ghost” of your primary drive’s files. Some backup cautions:

a. Tape drives and software are fairly expensive and the tapes are expensive and sometimes “flakey”. If you use them, make sure you rotate between multiple tapes for multiple backups…there is nothing worse than discovering that the backup is corrupted.

b. “RAID One” (“mirroring”) is sometimes useless because something that causes corruption of one drive simultaneously corrupts the mirror. You may be better off using a second hard drive and a scheduled copying of the contents of your primary drive to the backup drive. DON’T be tempted to use the backup drive for anything but backups. There are inexpensive cases available now that will turn any drive into an external drive.

c. If you use something like an external drive, CD or tape for a backup, consider keeping at least one recent copy at an offsite location.

d. CD’s can be annoying to use for backups unless you use a program like IN-CD that allows the CD to act like a huge floppy disk. Using IN-CD and preformatting the CD’s allows you to pop the disks in and out like tapes and configure your computer for automated backups. Just remember that CD’s are limited to about 800 megabytes, maximum. Also, make sure you have the current version of the IN-CD or similar program if you use Windows XP. Otherwise, the program may not function correctly.

e. Ensure that backups to offsite data facilities are made to secure facilities whose own drives are backed up!

f. Consider using a program like Norton Ghost to create easy-to-restore backups of an entire system.

g. On Windows computers, make a backup of the registry and store a copy of it on an external disk or CD.

h. Consider installing a program like GoBack that literally allows your computer to revert to its state previously in time. Windows XP has a GoBack-like feature built in, but a specialized program that does this function works best. However, don’t let a program like GoBack replace regular backups. The program will not replace a computer that crashed because of a disk hardware problem.

2. Viruses, Trojans, worms:  These may stand alone or be attached to some other legitimate file. But, while varying slightly in how they work or what they target, these are all simply computer programs that have the ability to duplicate themselves and proliferate on your machine or thru your own email. These used to be only executable files (ending in .exe) but the hackers and computer nerds can now utilize file formats that we formerly considered safe…such as web pages, graphics, etc. Take these steps to protect against them:

a. Install a virus program and set it to periodically check its associated web site for updates to the virus “signature” file so that new viruses will be detected. Norton Antivirus and McAfee are good programs, but there are others that are less well-known that can be as good, like F-Secure, and even free (such as AVG Antivirus).

b. When you install the program, have it scan your entire drive, including the boot record, encrypted and system files. Then set it to start with the computer and run continuously in the background.

c. Even if it runs in the background, you should have it occasionally do a system-wide checks. We have seen viruses detected with a full disk scan that slipped by the continuous background checking.

d. Run a virus check on any floppy drive before opening or copying files from it.

e. Sign up with one of the above virus software sites to email you when a new serious virus threat is discovered.

f. DON’T trust all virus threat warnings to be genuine. THIS IS IMPORTANT! Unfortunately, there are many, many virus hoaxes and the speed of the internet can be degraded to a crawl when millions of people start emailing each other about a perceived threat that is really a hoax. It is like being in the very worst of traffic jams when this happens in the extreme. Don’t get involved “crying wolf”. You can read about virus hoaxes here.

3. Get an anti-adware/spyware program. Adware and spyware either configure your computer for advertising pop-ups; search your computer for personal information and steal it; or set you up in a way that your computer or internet habits are tracked and recorded. There are protective programs you can buy, but some that are free are even better, in our opinion. 

a. One such program is called SpyBot-Search & Destroy. Another is AdAware. If you use SpyBot, consider making a donation to the author. A “labor of love” is one thing, but he has to eat like the rest of us. 

b. Like a virus program, you should periodically check the home site of these programs for updates

c. Be cautious of running SpyBot in Advanced mode. You could innocently delete items that are not threats and are needed by your operating system. However, you should switch to advanced mode once and set Internet Explorer (if you use it) settings to prohibit changes to the hosts file and your browser’s default page.

4. Run a check of your computer’s visibility and vulnerability by going to Shields Up. and letting them scan your computer. (Don’t worry, they will not record anything from your computer.) 

Now that you have scared the wits out of yourself, get a firewall that allows you to access the internet while remaining invisible to hackers. We need to warn you right now…Once you have your firewall up and running and you will probably be amazed and even frightened about how often attempts are made to scan or hack your computer.  Don’t be foolish enough to think that they just started. The attempts were going on all along…you were simply living in blissful ignorance. Here is what you should consider and do.

a. Hardware or software? It is sometimes advisable to get a hardware firewall (such as for businesses that are part of a Wide Area Network or WAN) but, in our opinion, software firewalls work about as well for most situations. If you do decide to get a hardware firewall, be aware that many routers include a built-in firewall. Spending a fortune on a special hardware firewall may be a total waste of money if your needs dictate that you have a router anyway.

b. Pay or Free? There are several pay software firewalls such as from Symantec. But, a free firewall like that available from Zonealarm can do a very good job. After using a program like Zonealarm, you may want to upgrade to the paid version. But, the security is not necessarily better…just the reporting and configurability. 

c. Set up software firewall to start with your computer or upon connection to the internet or another outside network.

d. Be aware that, occasionally, a firewall will prevent access to a site you want to connect to. In that event, you will need to configure the program to allow access or temporarily shut down the firewall. If you do the latter, be sure to restore the firewall as soon as you can.

5. Email Precautions: Email has become very ubiquitous because it is fast and convenient. But, it’s use exposes you and your computer to some dangers. Here are some precautions:

a. Have multiple email addresses by using an ISP that provides for this or by getting extra email addresses whether you pay for them or grab them at Hotmail or Yahoo, etc. By having multiple email addresses, you can give out one of them only to important friends or businesses and reserve others to give out on a more lenient basis. If one of the latter ones becomes swamped with unwanted junk email (“spam”), you can simply abandon that email address and get another one.

b. Use an email filter, such as mail-safe that comes with Zonealarm, to check all incoming emails for dangerous contents or attachments.

c. While the text portion of emails is generally safe, the attachments may not be. In addition, receiving emails in hypertext format can be dangerous. Take these precautions:

i. Use extreme caution in opening attachments from unknown sources. Read the text if you like, but don’t open the attachment if you don’t trust it. This especially applies if the attachment has a file extension that indicates it is an executable script file (such as .exe or .vbs).

ii. Set your email program to only display emails in text format unless you absolutely must receive them in hypertext format.

d. Consider using an email provider that will automatically quarantine suspected unsolicited junk mail. But, be aware that this not foolproof. Junk email will sometimes get thru and valuable emails will sometimes be classed as junk. You will still need to be cautious of the mail that gets thru and you will need to scan the “junk” mail to be certain you do not delete something you should read.

6. Operating System and other program vulnerabilities:

a. Switch to an operating system like a Windows “Pro” type or Linux, etc. that requires a password to log onto your computer and allows you to password protect directories…especially if others may have access to it. And don’t be tempted to circumvent the password protection by using a password that consists of nothing.

b. Perform frequent updates of the operating system, drivers and frequently used programs…especially if the programs utilize macros. For updates to Windows, Internet Explorer, Microsoft Office Suite and Windows drivers, you can go to Windows Update and grab the new Service Packs, Security Updates and other upgrades.

c. Turn off the use of macros within programs except when you actually need them. And be cautious of opening files that include macros unless they come from a trusted source.

7. Notes for business owners with networks:  All of the above precautions apply to you and there are a few other precautions you should consider:

a. Decide whether every computer requires a floppy drive, CD “burner” or Zip drive. Most do not as an external serial or USB CD drive can always be connected to most computers when needed. Providing a drive with removable media is like leaving a window open or door unlocked after hours: It is a perfect opportunity for personnel to copy confidential information to their pocket. 

b. Check the identification of everyone that claims to be the “phone guy” or other service personnel. 

c. It is best to not let employees roam from computer to computer and log onto any one they want. Set up your network so that specific employees use specific computers. And set up the computers to have password protected screen-savers which lock the computer after a set period of inactivity so that only the designated user can unlock it.

d. Do not use easily guessed user names or passwords; do not allow passwords to be shared or disclosed among users; periodically change user names &/or passwords.

e. Disgruntled administrators or employees, service technicians, etc: Disgruntled employees? An administrator who wants to get back at you? Heaven forbid! But, don’t fool yourself. Your network administrator or some other trusted person, whether an employee or an outside contractor may be your most trusted helper or advisor today. What happens tomorrow when you have a dispute with them, decide to use a different contractor or fire them? 

A disgruntled employee with some technical skill, inside knowledge, and a weakened sense of morality can do some harm. Add the skills of a talented administrator and you have the makings of a disaster. What about “telephone guys” and other service people. Are they who they say they are? Or are they a spy for a competitor? Protect yourself, your system and your information with the following precautions:

i. Make sure you have copies of every username and password, server administrator login and password, all offsite data storage login information, etc. And periodically check to make sure that the user names and passwords you have are still functional.

ii. Make sure that you, as owner of the company, have ownership, in your own name, of everything…accounts, domains, software, etc.

iii. Do not allow a continuous connection between your local network and an offsite administrator on the presumption that “they can “keep an eye” on the system. Your network should be configured so that any program, like “PC Anywhere”, that allows remote control of your network, must be run only if and when it is needed.

iv. Make certain wireless hubs have no more range than needed. If it is excessive (especially if your network is on 24 hours a day), an outsider may be able to connect to the network with a laptop by simply parking out in the street or parking lot.

v. Do not allow any remote turn-on or shut-down of your network except by yourself.

vi. Make sure your network does not have unneeded services running. Each one that is running is a potential security risk. For example, if you use TCP/IP on your network, you probably do not need NETBIOS, etc.

vii. Make sure your hardware-based firewall, if it is deemed that you need one, is up to its task. Even strongly secured firewalls like Firewall-1 or SonicWALL may allow unusual use of a commonly used port like #80 (used for http internet connections). The firewall would only see what appears to be a type of connection it sees thousands of times a month. Only proxy-based firewalls like Gauntlet and Symantec Enterprise Firewall can be relied upon to reject improper protocol data on standard ports. So, if your data is valuable enough, make sure your firewall is robust as it should be.
viii. If a network administrator leaves your employ, whether on a friendly basis or not, have the new administrator change all user names and passwords and check that your network doesn’t have any “back-door” server software installed that would allow someone to invisibly connect to the network.

ix. Do not leave any computer logged in as administrator except when administrative control is needed.

Had enough? We thought so. But this is a serious subject. Dozens of viruses are discovered each week and several of them are serious menaces. Computer crime and privacy invasions are on the rise all of the time. So, what do you do? Stop using computers? Avoid the internet like the plague? Trust no one and revert back to the use, only, of paper and pencil? The answer is a resounding “NO”! The answer is to be aware of the dangers, constantly learn of new ones and take the appropriate measures to protect yourself, your computer, your data, your network and your privacy. We hope this article has gone a long way toward informing you of the dangers and the solutions you need to know.

Sincerely,

Your Web Quest Support

